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ABSTRACT

Divesting in a company based on their social practices is one tactic
for encouraging a company to alter their behavior. Individuals and
institutions can divest in “socially irresponsible” ISPs directly by
refusing to peer with or purchase transit from these ISPs, or indi-
rectly by avoiding paths through these ISPs. While the economics
of divesting in ISPs and mechanisms for exerting more control over
Internet paths have been previously studied, a major challenge
remains: how do individuals and institutions assess whether an ISP
is socially responsible? Large institutions may have the resources
to research which ISPs are socially (ir)responsible, but most indi-
viduals and institutions lack these resources, thereby limiting their
ability to effect social change.

We address this challenge by designing a system for automati-
cally assessing ISPs along various dimensions of social responsibility—
e.g., environmental stewardship, censorship actions, or net neutral-
ity practices. In particular, we gather publicly accessible web pages
which discuss a particular ISP and social issue and apply stance
detection—a natural language processing technique for determining
a subject’s attitude or commitment toward an object—to compute a
“socially responsibility” score for individual ISPs and dimensions of
social responsibility. We construct a data set over 600 web pages
relating to net neutrality and 13 ISPs of varying sizes, and show our
framework achieves 71% accuracy in determining an ISP’s stance.
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1 INTRODUCTION

Globally, the Internet service provider (ISP) industry has a market
size of $726 billion [15]. The potential influence of such a high-
revenue industry on the equitable and responsible treatment of
individuals, organizations, and the environment is substantial. But
social responsibility—e.g., ISPs’ environmental impact, censorship
actions, and net neutrality practices—does not yet factor into how
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(a) Direct divestment
Figure 1: Examples of divesting in ISPs

(b) Indirect divestment

traffic is routed through the Internet. Instead, traffic is routed along
paths based on availability, distance, capacity, monetary cost, or
other factors unrelated to social responsibility.

Boycotting or divesting in a company based on their social or po-
litical practices is one tactic for encouraging a company to alter their
behavior. For example, the increased distaste for tobacco, private
prisons, and fossil fuels has encouraged individuals and institutions
to divest in companies which support these practices [55]. These
actions pressure a company to change their practices to appease
investors/customers and alleviate financial losses.

Institutions and individuals can directly divest in “socially irre-
sponsible” ISPs by refusing to peer with or purchase transit/access
from these ISPs (Figure 1a). For example, a popular content provider
can refuse to peer with a socially irresponsible ISP, thereby forc-
ing the ISP to incur transit costs to reach the content provider. As
another example, an individual or institution can avoid becoming
a customer of a socially irresponsible ISP, thereby preventing the
ISP from earning more revenue. Institutions and individuals can
also indirectly divest in ISPs by avoiding paths through socially
irresponsible ISPs. For example, assume institution X is a customer
of ISP Y, and Y is a customer of socially irresponsible ISP I and
socially responsible ISP R (Figure 1b). Whenever X’s traffic transits
I (or R), I (or R) will earn revenue from Y'. Consequently, if X
avoids a path through I—using source routing [53], extensions to
BGP [37, 48, 62], overlays [19, 54] or other strategies that provide
more control over Internet paths [52]—X will cause I to earn less
revenue from Y. Institutions and individuals can also financially in-
vest in socially responsible ISPs by peering with, purchasing transit
from, or preferring paths through such ISPs.

While the economics of divesting in ISPs [45, 60] and mecha-
nisms for exerting more control over Internet paths [19, 37, 48, 52—
54, 62] have been previously studied, a major challenge remains:
how do individuals and institutions assess whether an ISP is socially re-
sponsible? There is no organization or central authority that assesses
whether ISPs are socially responsible. Researchers have developed
measurement tools to quantify some of an ISP’s social practices—
e.g., violations of net neutrality [32, 43, 57]—but with over 100K
autonomous systems (ASes) in existence [4], it is impractical to
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apply these tools to every ISP. Furthermore, no measurements tools
exist for certain social practices—e.g, environmental impact. While
large content providers or ISPs may have the resources to research
which ISPs are socially (ir)responsible, most individuals and institu-
tions lack these resources. This limits individuals’ and institutions’
ability to effect social change, and makes it difficult to employ grass-
roots movements to create a more socially responsible Internet.?

We address this challenge by designing a system for automatically
assessing ISPs along various dimensions of social responsibility. In
particular, we gather publicly accessible news articles, blog posts,
company policies, etc. which mention a specific ISP and social issue
(e.g., net neutrality). Then we extract relevant phrases and apply
stance detection—a natural language processing (NLP) technique for
determining a subject’s viewpoint on a specific topic—to compute
“social responsibility scores” for ISPs.

We implement our framework in Python using Beautiful Soup [13]
spaCy [7], and scikit-learn [5]. We apply our framework to assess
the net neutrality posture of 13 ISPs of varying sizes. Our frame-
work automatically collects over 600 documents and extracts over
250 relevant sentences. We manually label these sentences and use
10-fold cross-validation to train and test our stance detector, which
achieves 71% accuracy. We also combine our inferred ISP stances
with data from the Route Views Project [9] to assess how many
paths from our university to popular destinations currently traverse
only ISPs which support/practice net neutrality. Our implementa-
tion and dataset are publicly available [6].

The remainder of this paper is organized as follows. Section 2
illustrates the connections between ISPs’ practices and individu-
als’/institutions’ social values. Section 3 discusses our NLP-based
approach for assessing ISPs’ social responsibility, and Section 4
provides details on our implementation. Section 5 evaluates the
feasibility and effectiveness of our approach for assessing the net
neutrality posture of 13 ISPs of varying sizes. Finally, Sections 6
and 7 discuss related and future work, respectively.

2 DIMENSIONS OF SOCIAL RESPONSIBILITY

There are many ways an ISP may be socially (ir)responsible. In
this section, we discuss four dimensions of social responsibility
that have recently received significant attention. Our goal is to
illustrate the connections between ISPs’ practices and individu-
als’/institutions’ social values. Our goal is not to prescribe which
practices are (ir)responsible, because individuals and institutions
may have different social values.

Environmental stewardship. It was projected that in 2020 ISPs
would be responsible for 256 metric tons of CO, emissions, with
two-thirds of this arising from energy usage [10]. Fortunately, Bolla
et al. estimate that using energy-aware technologies and techniques
in a medium-sized ISP could reduce the ISP’s energy consumption
by 60% [25], while Chiaraviglio et al. estimate that concentrating
traffic on fewer routers and links could reduce an ISP’s energy
consumption by 35% [29]. Environmentally-conscious individu-
als/institutions may want to divest in ISPs that do not employ such
energy-saving techniques. However, to the best of our knowledge,
no existing tools allow third parties to measure an ISPs’ energy

Individuals’ and institutions’ ability to exert control over Internet paths is also cur-
rently limited [60], but overlays provide an avenue for grassroots movements.
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efficiency—prior measurement studies [25, 26, 29] all rely on inter-
nal data provided by the ISPs.

Censorship. Censorship is the filtering of traffic based on fac-
tors such as content, source, or destination. Government-imposed
censorship is widespread [3, 14]. However, the Internet Society’s
Global Internet Reports articulate numerous benefits of an open
Internet [11, 12]. Consequently, human-rights-conscious individu-
als/institutions may want to divest in ISPs that filter network traffic.
Several large-scale measurement platforms currently quantify and
publicly release censorship data on a per-ISP basis [34, 56].

Net neutrality. Net neutrality is the requirement that ISPs do not
discriminate among traffic in terms of performance (bandwidth,
access, etc.) [30]. Net neutrality has been a popular source of debate
since the early 2000s. Hahn and Wallsten [38] argue that net neu-
trality harms economic welfare by reducing investment incentives
and discouraging innovation in the form of apps or services. Hahn
and Wallste liken net neutrality to price regulations, which in the
long run harm consumers by eliminating provider assurance of fast
content delivery, or adding additional broadband infrastructure cost.
In contrast, Cheng et al. [28], find that while broadband providers
claim implementing net neutrality would reduce their incentive
to expand, the increase in competition actually incentivizes band-
width expansion, as capacity is the only option for differentiation.
Equality-conscious individuals/institutions may want invest in ISPs
that support/practice net neutrality, while free-market supporters
may want to divest in ISPs that support/practice net neutrality.

Routing security practices. An ISP’s routing security practices
impact the vulnerability of users’ data as well as the overall health
of the Internet. For example, ISPs that validate route announce-
ments [44] can avoid routing users’ traffic along spurious paths.
Alternatively, ISPs that employ source address validation (SAV) can
reduce the opportunities for attackers to launch denial of service
(DoS) attacks from their network, thereby improving the security
of the Internet as a whole [46]. Individuals may want to divest
in non-security-conscious ISPs to encourage them to change their
practices. The Mutual Agreed Norms for Routing Security (MANRS)
maintains a repository of ISPs that comply with certain best prac-
tices [2], but not all ISPs that employ such practices may officially
join MANRS, motivating the need for an alternative mechanism to
quantify ISPs commitment to routing security.

3 OUR FRAMEWORK

Our framework for assessing ISPs’ social responsibility consists of
three phases (Figure 2): (1) gathering publicly accessible news arti-
cles, blog posts, corporate policies, etc. which mention individual
ISPs and a specific dimension of social responsibility (Section 2);
(2) extracting phrases that feature an ISP and mention a specific
dimension of social responsibility; and (3) using stance detection to
determine the polarity of extracted phrases. We discuss each phase
below. Implementation details are discussed in Section 4.

3.1 Gathering relevant documents

The first step in assessing an ISP on a specific dimension of social
responsibility is to gather documents containing information about
the ISP and the selected dimension. In keeping with our observa-
tion that there is no central source of information regarding ISPs’
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Figure 2: Overview of our framework

social responsibility (Section 1), we employ simple web searches to
gather such documents. This allows us to gather publicly accessi-
ble news articles, blog posts, company policies, scientific reports,
etc. which mention an ISP and a dimension of social responsibility.
However, gathering documents using a simple web search raises
several challenges our framework must address.

Search terms. The dimensions of social responsibility discussed
in Section 2 are each complex issues with many different facets. For
example, net neutrality encompasses the principles of an open Inter-
net [61], paid prioritization [47], zero-rating [23], and blocking [36].
Consequently, we use multiple keywords to locate documents that
address these various facets. We combine each keyword with the
name of an ISP to locate documents related to that ISP’s posture:
e.g., “Internet2” AND “net neutrality”.

Unrelated occurrences of search terms. Documents included
in search results must include both the ISP’s name and the specified
keyword, but there is no guarantee these two terms are related.
For example, multiple documents that discuss the Internet’s his-
tory [27, 49, 51] appear in search results for “NYSERNet” AND “net
neutrality”, because the documents mention both NYSERNet—
one of the Internet’s first ISPs—and the issue of net neutrality. How-
ever, NYSERNet and net neutrality are discussed separately, with no
connections between the ISP and dimension of social responsibility.

We remedy this issue in two ways. First, we use an advanced
Google search operator (AROUND) that requires the search terms
to occur near each other in the document [39], thereby increasing
the likelihood that the document discusses the dimension of social
responsibility in relation to the ISP. Second, we extract only relevant
phrases from the gathered documents, as discussed in Section 3.2.

Duplicated documents. The same document may appear in whole
or in part at multiple URLs. For example, an article written by a
syndicated news service may appear on multiple news sites [20-22],
an excerpt of a blog post may appear on a page listing all posts
in a particular category, or a quote from a company spokesperson
may appear in multiple documents. We filter out full duplicates by
checking if two documents have the same title. We filter out “index
pages” by checking if documents contain several article tags [16].
We do not filter out documents with common quotes, because each
document may contain other novel information.

Different service offerings. Some ISPs offer several different ser-
vices, including residential access, mobile access, and transit. These
service offerings may differ with regards to a dimension of so-
cial responsibility: e.g., AT&T’s mobile services included zero-rated
streaming for a certain content provider [33, 50], but the zero-rating
did not extend to AT&T’s residential access or transit offerings.
At first glance, differentiating between these services seems im-
portant. For example, an individual who wants to directly divest
in a socially irresponsible ISP (Figure 1a) cares about its residen-
tial/mobile access, whereas an individual who wants to indirectly
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divest in an ISP (Figure 1b) cares about its transit services. How-
ever, divestment is typically employed for the benefit of society,
as opposed to one’s own benefit. Consequently, individuals should
consider all of an ISP’s services when deciding whether to divest in
the ISP. For example, a human-rights-conscious individual should
divest in an ISP if it employs censorship in any of its services,
regardless of whether the censorship applies to the individual.

False information. Documents may contain false/misleading in-
formation about an ISP. For example, a competitor may claim an
ISP’s practices harm the environment, an authoritarian govern-
ment may claim an ISP does not engage in censorship, or an ISP
may claim it supports net neutrality whereas third-parties claim
the opposite. Fortunately, we find there are a sufficient number
of document sources for large ISPs such that a few sources with
false/misleading information will not change our conclusion on an
ISP’s stance on net neutrality (Section 5.4). However, for smaller
ISPs or ISPs under authoritarian governments, false/misleading in-
formation may skew our analysis. In the future, we plan to explore
whether fake news detection techniques [64] can address this issue.

3.2 Extracting relevant phrases

Although some documents focus exclusively on a single ISP and a
single dimension of social responsibility—e.g., Cogent’s statement
on net neutrality [31]—most documents include additional infor-
mation that is not specific to an ISP and/or its posture—e.g., news
articles discussing AT&T’s response to California’s net neutrality
law also provide background on the law itself [33, 40, 50]. Thus, per-
forming stance detection on a document in its entirety may conflate
other parties’ postures with the ISP’s posture or other unrelated
issues with the target dimension of social responsibility.

Consequently, the second phase of our framework focuses on
extracting relevant phrases from the gathered documents. In par-
ticular, we break each document into sentences and perform part-
of-speech tagging [8] to identify the subject(s) and object(s) of a
sentence. We extract all sentences whose subject(s) contain the
name of the ISP of interest, and whose object(s) contain one or
more of the keywords associated with the target dimension of
social responsibility. For example, we extract the sentence “Co-
gent practices net neutrality,” [31] but ignore the sentence “Pai,
a former in-house lawyer for telecom giant Verizon who closed
investigations into AT&T, Verizon, and other wireless providers
after President Donald Trump designated him as the FCC chairman,
and the FCC successfully dismantled the nation’s net neutrality
laws in 2018 [40].

One limitation of this approach is that it ignores sentences which
do not mention an ISP and target dimension of socially responsibil-
ity yet clearly express an ISP’s posture. For example, our framework
ignores sentences that indirectly refer to an ISP: “’Although your
company has repeatedly stated publicly that it supports legally
binding net neutrality rules, this policy appears to run contrary
to the essential principle that in a free and open internet, service
providers may not favor content in which they have a financial
interest over competitors’ content, the senators said in their let-
ter” [33]. In the future, we plan to explore more nuanced phrase
extraction which, for example, performs pronoun resolution [63].
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IN Y Search results Excluded Final
Name Tier | Total Totalw/o | HTTP Not Index Duplicate | Total From
nearby error HTML page Isp

AT&T 1 192 161 55 4 2 5 126 7
British Telecom 2 86 176 27 8 1 3 47 0
Cogent Comm. 2 111 172 44 11 1 4 51 14
Deutsche Telekom 1 141 173 31 13 1 3 93 5
FirstLight Fiber 3 13 77 5 0 2 0 5 0
Hurricane Electric 2 53 164 28 3 0 1 21 0
Internet2 3 96 177 37 9 2 0 48 1
KDDI 2 92 178 40 16 1 1 34 1
NYSERNet 3 25 96 11 9 0 0 5 0
Sprint 1 188 178 65 3 5 9 106 7
Telefonica 2 144 168 69 8 5 3 59 1
Telia Carrier 1 19 133 8 2 0 1 8 1
Zayo 1 43 176 16 3 4 0 20 0

Table 1: Document gathering

3.3 Performing stance detection

The final phase of our framework performs stance detection. Stance
detection is a form of opinion mining which aims to infer a subject’s
attitude or commitment toward an object [18, 24]: e.g., whether an
ISP favors or practices net neutrality.

We initially attempted to infer an ISP’s posture toward a dimen-
sion of social responsibility using sentiment analysis. Sentiment
analysis is another form of opinion mining which aims to infer
whether a subject’s opinion of an object is positive or negative.
However, we found that sentences discussing ISPs’ posture toward
dimensions of socially responsibility rarely contained adjective-
noun phrases that are the hallmark of sentiment analysis.

Our framework uses word embeddings to create a vector rep-
resentation of each sentence. Word embeddings are vectors that
capture the semantic similarity of words [42]. Words that are se-
mantically similar—e.g., “Internet” and “network”—have similar
vectors, whereas words with opposing meanings—e.g., “equal” and
“prioritized”—have vectors that are quite different. We treat each
sentence as a bag-of-words, and sums the word embeddings of all
(known) words to compute a sentence’s vector representation.

A sentence’s vector is used as input to a support vector machine
(SVM) based classifier. The classifier categories a sentence as in-
dicating an ISP (a) favors or practices, (b) opposes or ignores, or (c)
has a mixed or unknown posture toward the target dimension of
social responsibility. The classifier is trained using a set of manually
labelled sentences. Since different dimensions of social responsibil-
ity (Section 2) may be completely unrelated—e.g., environmental
stewardship versus censorship—we use a separate classifier for each
dimension of social responsibility.

We compute a “social responsibility score” for each ISP for each
dimension of social responsibility. The score is simply the fraction
of sentences that are categorized as indicating an ISP favors or
practices a target dimension of social responsibility (out of the total
number of sentences produced by our framework’s phrase extractor
(Section 3.2) for the target ISP and dimension).

4 IMPLEMENTATION

We have implemented our framework in Python. Our implementa-
tion is publicly available [6].

Data gathering (Section 3.1). We issue Google search queries
for each combination of ISP name and keyword, requiring the
terms to occur within 50 words of each other in the document: e.g.,
“Internet2” AROUND(50) “net neutrality”. We use Beautiful
Soup [13] to extract URLs from the first 50 search results. We then
fetch the webpages and extract the contents of the first article
tag [16], if present, or all paragraph (p) tags. We automatically ex-
clude pages whose title begins with the same five words as the
title of an already fetched page, because these are mostly syndi-
cated articles. We also exclude pages whose URL contains “tag” or
“category”, because these are mostly “index” pages.

Phrase extraction (Section 3.2). We use spaCy [7] with the en_core_web_md

model to break each document into sentences and perform part-
of-speech tagging. We extract all sentences with a nominal subject
(nsubj) containing (an abbreviation of) an ISP’s name and a direct
object (dobj) containing one of the keywords.

Stance detection (Section 3.3). We use the word embeddings
in spaCy’s en_core_web_md model to compute a vector for each
sentence. We use scikit-learn [5] to train and test a SVM-based
classifier using 10-fold cross validation.

5 EVALUATION

We use our framework to assess 13 ISPs’—including Tier-1, Tier-2,
and Tier-3 ISPs—posture on net neutrality and evaluate the feasi-
bility and effectiveness of our approach.

5.1 Document gathering

We first assess whether we can gather a sufficient quantity and
variety of documents that discuss ISPs’ posture on net neutrality.
We gather documents using the names of the 13 ISPs-and four
keywords—“net neutrality,” “open Internet,” “zero-rating,” and “paid
prioritization.” Our final dataset is publicly available [6].

The Search results: Total column in Table 1 shows the aggregate
number of results returned by our search queries for each ISP. Recall
that we conduct a separate search for each of the four keywords,
and we limit each search to 50 results (Section 3.1). If the same URL
appears in the results for multiple keywords, we only count the URL
once. Unsurprisingly, we generally obtain more results for large
Tier-1 ISPs and fewer results for small Tier-3 ISPs. Additionally, we
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ISP Total Documents with Sentences with stance
Name Tier | Documents Sentences | 0sentences 1sentence 2+sentences | Favors Opposes Unknown
gathered  extracted | extracted extracted  extracted
AT&T 1 126 179 59 19 48 40 94 45
British Telecom 2 47 3 44 3 0 0 1 2
Cogent Comm. 2 51 18 38 10 3 13 0 5
Deutsche Telekom 1 93 26 71 18 4 3 17
FirstLight Fiber 3 5 0 5 0 0 N/A N/A N/A
Hurricane Electric 2 21 0 21 0 0 N/A N/A N/A
Internet2 3 48 3 46 1 1 1 1] 2
KDDI 2 34 0 34 0 0 N/A N/A N/A
NYSERNet 3 5 0 5 0 0 N/A N/A N/A
Sprint 1 106 44 78 17 11 12 12 20
Telefonica 2 59 2 57 2 0 1 1 0
Telia Carrier 1 8 0 8 0 N/A N/A N/A
Zayo 1 20 1 19 1 0 0 0 1
TOTALS 623 276 485 71 67 70 125 81
Table 2: Phrase extraction

obtain more results for ISPs that provide a larger range of services— Predicted

e.g., we obtain 192 results for AT&T, a Tier-1 ISP that provides - Favors Opposes

residential access, mobile access, and transit—and fewer results for § 12 55

ISPs that provide a single type of service—e.g., we obtain 19 results = &

for Telia Carrier, a Tier-1 ISP that primarily provides transit. ~§ »

The Total w/o nearby column in Table 1 shows the aggregate < § 0 123
number of search results when we do not require the ISP name and &
keyword to appear near each other in the document. This search °©

strategy almost always produces more results (compared to Search
results: Total), yet the number of phrases we extract from both
sets of results is nearly the same (not shown). This indicates that
limiting our search results based on the proximity of the search
terms (Section 3.1) is useful for eliminating irrelevant documents.

The Excluded columns in Table 1 show the number of search
results that are discarded for various reasons:

e HTTP error: an error occurred when trying to fetch the
document—likely due to changes that occurred since the
document was indexed by the search engine.

e Not HTML: the document is a PDF or other type of file—our
prototype currently only handles HTML pages.

o Index page: the document is a listing of (excerpts from) other
documents; we manually confirmed our URL-based heuristic
(Section 4) correctly identified all index pages.

e Duplicate: the document is the same as another document;
we manually confirmed our title-based heuristic (Section 4)
correctly identified all duplicates.

The Final: Total column in Table 1 shows the number of docu-
ments we collect for each ISP. We collect 623 documents in total.
We observe that only a few of these documents are located on
the ISPs’ websites (Final: From ISP), indicating that our quantifica-
tion of social responsibility is primarily based on information from
third-parties. These third-party sources include news organizations,
government agencies, watchdog organizations, and personal blogs.

5.2 Phrase extraction

We next examine the sentences selected by our phrase extractor.
Our framework extracted a total of 276 sentences from within the
623 documents we gathered. The Total: Sentences extracted column

Table 3: Stance detection confusion matrix

in Table 2 shows the number of sentences we extracted for each ISP.
The three ISPs for whom we gathered the most documents—126
for AT&T, 106 for Sprint, and 93 for Deutsche Telekom—were also
the three ISPs for whom we extracted the most sentences—179, 44,
and 26, respectively. Interestingly, we did not extract any phrases
for FirstLight Fiber, Hurricane Electric, KDDI, NYSERNet, or Telia
Carrier, despite having documents for these ISPs.

A similarly concerning observation is the large number of doc-
uments from which we did not extract any sentences (Documents
with 0 sentences extracted column in Table 2). With the exception of
AT&T, sentences were extracted from fewer than one-third of the
documents we gathered for each ISP, and only 22% of documents
overall. One possibility is that the documents we are gathering are
not the right documents. Another possibility is that the our phrase
extraction process is too simple/narrow. In the future, we plan to
investigate and address both of these issues.

5.3 Stance detection

We now assess the accuracy of our stance detection.

We manually labeled the 276 sentences output by our phrase ex-
tractor, indicating whether the sentence implies an ISP favors/prac-
tices or opposes/ignores net neutrality. Some sentences do not pro-
vide a clear indication of an ISP’s stance on net neutrality or express
a mixed stance, so we label these as “unknown.” The Sentences with
stance columns in Table 2 shows the number of sentences with each
label for each ISP. In total, 25% of the sentences are labeled favors,
45% are labeled opposes, and the remainder are labeled unknown.
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We train an SVM classifier using scikit-learn’s default parameters.
We perform 10-fold cross-validation to train and test our classifier.
We exclude all sentences with stance “unknown” from our training
and testing sets, giving us a total of 195 sentences to use for training
and testing. The overall accuracy of our classifier is 71%.

The confusion matrix is shown in Table 3. Note that the number
of sentences only adds to 190, as opposed to 195, because cross-
validation requires a dataset whose size is a multiple of the number
of folds (10). We observe that all inaccuracies stem from the clas-
sifier predicting a sentence implies an ISP opposes net neutrality
when the sentence actually implies the ISP favors net neutrality.
In other words, our classifier has 100% accuracy for sentences that
imply an ISP opposes net neutrality, and 20% accuracy for sentences
that imply an ISP favors net neutrality. We hypothesize this arises
from the skew in our data: approximately two-thirds of the sen-
tences (excluding those with stance unknown) are labeled opposed.
Addressing this skew by expanding the our dataset and employing
more sophisticated machine learning approaches are important
areas of future work.

To help put the results in perspective: a simple majority classifier
has an accuracy of 64%, whereas our classifier has an accuracy of
71%. Furthermore, even if only 20% of the sentences indicating an
ISP favors net neutrality were properly labeled by our classifier,
we would still draw the same conclusion for three of the four ISPs
for which we have a non-negiligle number of sentences: i.e., AT&T
and Deutsche Telekom would still be classified as opposing net
neutrality and Cogent Communications would still be classified as
supporting net neutrality; only our classification for Sprint, which
is evenly balanced in its support versus opposition to net neutrality,
would be impacted by our classifier’s errors.

5.4 Robustness to false information

The above observation also illustrates our approach’s robustness
to false information. For AT&T, Cogent Communications, and
Deutsche Telekom, there is a clear majority stance, with 70%, 100%,
and 85%, respectively, of the sentences falling within the majority
stance. Furthermore, the sentences are obtained from 67, 13, and 22,
respectively, unique sources, so a single source is responsible for at
most 8% of an ISP’s predicted stance. Consequently, even the inclu-
sion of a few sources of false information would not significantly
change the social responsibility scores we compute.

5.5 Feasibility of divestment

Finally, we explore the feasibility of indirectly divesting in ISPs
based on the socially responsibility scores we compute and Internet
path data. We use real Internet path data from the Route Views
Project [9], which was gathered by the route-views2.oregon-ix.net
collector from April 6, 2020, 12:00 AM to 2:00 AM.

We example a small sample of paths with one of five popular
destinations—netflix.com, google.com, microsoft.com, facebook.com,
or doubleclick.com—which we select (based on familiarity) from
the top 20 domains in the Cisco Umbrella top one million [41]. We
use the BGPView API [1] to translate autonomous system (AS)
numbers in the path to ISP names. We analyze eight unique paths.

We declare an ISP to be net neutral if an ISP’s social responsibility
score was above 75%—i.e., 75% or more of the sentences extracted
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from documents indicate the ISP favors/practices net neutrality. We
declare a path to be socially responsible if every AS along it was
net neutral. Using these criteria, we observe that 87.5% of the eight
unique paths we considered were socially responsible. This implies
there are a sufficient number of ISPs in the Internet that practice
net neutrality to provide enough socially responsible paths.

6 RELATED WORK

A similar task is considered by Fleischmann et al. [35], wherein the
authors use NLP techniques to understand what values humans
express in writing. The written content in question is testimony
regarding net neutrality, making the coded values (such as freedom,
innovation, social order, and wealth) particularly relevant to our
evaluation of social responsibility within text.

ChoiceNet [60] proposes an explicit relationship between eco-
nomics and network services in order to increase competition and
improve service quality. Similar to our vision, ChoiceNet makes the
flow of money deliberate by allowing users to select from different
service offerings, which encourages internal change among ISPs.
Similarly, the alternative routing schema presented by Levin et
al. [45] attempts to give users the ability to boycott networks which
filter or censor. We seek to send a similarly forceful financial mes-
sage while maintaining a connection to a larger social commentary.

Our vision of quantifying an ISPs’ social responsibility parallels
Turker’s goal of measuring [58] Corporate Social Responsibility
(CSR). However, rather than relying primarily on internal manage-
ment surveys to evaluate social responsibility, we take an approach
more similar to Abbott and Monsen [17] who explore content anal-
ysis of corporate publications. The authors convey concern for the
lack of social data on a large portion of existing companies, but
the plethora of information in the form of corporate publications,
news articles, and blogs available via the Internet allows us to more
thoroughly explore this avenue.

7 CONCLUSION AND FUTURE WORK

Assessing whether an ISP is socially responsible is a necessary, but
currently difficult task, for individuals and institutions who want
to (in)directly divest in ISPs to encourage social change. However,
our framework for automatically computing a “social responsibility
score” for many ISPs for various dimensions of social responsibility
addresses this hurdle. Our evaluation demonstrates that our frame-
work can accurately predict an ISP’s stance on a target dimension
of socially responsibility with 71% accuracy.

In the future, we plan to develop improved data gathering tech-
niques, explore more nuanced phrase extraction techniques, and as-
sess our framework’s effectiveness on other dimensions of social re-
sponsibility. Additionally, we plan to develop a concrete mechanism
to integrate socially responsibility scores into routing decisions.
Our hope is that automated analysis of ISPs’ socially responsibility
will lead to a more responsible Internet.
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